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For a digitally independent Europe: Major European
cloud providers join forces to define new open API
standard, paving way for EuroStack and truly
sovereign European cloud infrastructure

European Cloud heavyweights Aruba, IONOS and Dynamo introduce Sovereign
European Cloud API (SECA) as best-in-class industry standard, a new Application
Programming Interface (API) specification for Cloud Infrastructure Management

e SECA (Sovereign European Cloud API) is the new open Cloud industry standard API,
initiated by Aruba, IONOS and Dynamo.

e The standard is designed to be open and inclusive, with an invitation to all European
cloud providers to adopt and contribute to its development.

e This best-in-class standard promotes digital sovereignty and independence for European
businesses and the public sector, allowing them to deploy and manage cloud
infrastructure without vendor lock-in and loss of data-control.

e The benefits of SECA include improved interoperability, scalability, and security, as well
as increased independence and flexibility for customers for the long term.

e The SECA API provides a crucial building block for the EuroStack initiative, enabling the
creation of a sovereign and interoperable digital infrastructure for Europe.

London, UK, 5" March 2025 - In a pioneering effort to advance cloud services as the foundation
of true digital sovereignty across Europe — Aruba, IONOS and Dynamo together have announced
a new Application Programming Interface (API) specification for Cloud Infrastructure
Management during the Dynamo Cloud Business Forum in Milan, Italy.

The Sovereign European Cloud API (called SECA),
in its first iteration, is now available to all European
cloud providers, offering free access and zero
operational costs. This collaboration aims to enhance
data interoperability between cloud services, enabling
2)\S users to deploy and run workloads and applications
seamlessly across different cloud environments of
5 E C A their choice. It also ensures seamless access to the
respective platforms, while upholding the highest
levels of security, control, and data sovereignty in full

compliance with stringent European standards.

At the same time, this will enable enterprises to leverage integrated solutions that drive greater
efficiency and innovation, all while ensuring full compliance with European regulations. Aruba and
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IONOS will be the first two European Cloud Service Providers (CSP) to make the new SECA API
available to their customers. Dynamo, the all-in-one platform for integrating multiple operators into
a unified B2B marketplace open to EU providers under European legislation, will implement
connectors based on SECA to automate the provisioning process for all compatible providers
joining the network. The SECA standard will be open, inviting all European cloud providers to
adopt it, ensuring uniform access for all providers who choose to integrate with it.

Industry Leaders Weigh In: SECA Sets Stage for European Digital Sovereignty

Achim Weiss, CEO of IONOS, said, "IONOS, as Europe’s number one digitalisation partner for
SMBs, is committed to ensuring that our businesses and citizens have the digital independence
they need to thrive. Al and Cloud are transforming the global economy, and Europe cannot
afford to be left behind. Europe needs a strong, sovereign digital ecosystem. SECA is a critical
step in building a secure, independent, and future-proof digital infrastructure - one that keeps
Europe strong, competitive, and in control."

Stefano Cecconi, CEO of Aruba S.p.A., stated, "It's an industry-led initiative, and Aruba is
proud to be a key part of it. The creation of these common APIs - with Aruba and IONOS as first
movers - marks a pivotal and voluntary step for the European cloud industry towards enhanced
interoperability, strengthening the continent’s cloud services ecosystem.”

Francesco Bonfiglio, CEO of Dynamo, commenting on the initiative, said, "Sovereign APIs,
like SECA, establish a de-facto standard, driven by large providers like IONOS and Aruba, to
build uniform access and control of data by those that will adopt it. A strong handshake of trust
between customers and providers. We are proud to be part of the SECA initiative and excited to
announce it today at the Dynamo Cloud Business Forum in Milan."

Building a Level Playing Field for Successful and Growing European Cloud Providers

The European cloud market has grown significantly, now estimated to be six times larger than at
the beginning of 2017. Projections suggest that it will continue on this upward trajectory, with an
expected market compound annual growth rate of 21.3% by 2030, driven by digital
transformation initiatives and increasing demand for secure, sovereign, and scalable cloud
solutions across industries. However, European-based cloud service providers face challenges
in keeping pace with overall market growth within Europe. Despite growing demand for cloud
solutions, they are being outpaced by a high concentration of large global competitors, the so-
called hyperscalers, which benefit from economies of scale, advanced infrastructure, extensive
service portfolios, and strong lock-in effects, and may not always align their business practices
with EU regulatory requirements until pressured.

Creating a level playing field and ensuring fair competition are essential to fostering innovation
and sustainable growth within any market. This means setting fair standards, access, and
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regulations that allow all players — large and small — to compete based on merit rather than
market dominance or unfair advantage.

SECA is expected to play a key role in the creation of the EuroStack

The growing EuroStack initiative (https://euro-stack.eu/a-pitch-paper/) seeks to create an open,
interoperable, and sovereign digital infrastructure for Europe, a complete digital ecosystem
made and supplied in Europe, supported by the technical capabilities of the SECA API and the
Dynamo platform.

A EuroStack for cloud is crucial for European digital sovereignty, data privacy, regulatory
compliance, innovation, and security. Backed by an expanding network of contributors across
the continent, it actively encourages open participation at this pivotal moment, as Europe
identifies the gaps that must be addressed to regain independence and achieve a leadership
position in the sovereign cloud space. By doing so, it will enable Europe to build its own cloud
ecosystem, independent from external control, while fostering a competitive, sustainable, and
democratic digital economy.

High market concentration and lack of interoperability pose a number of challenges for
Europe and risks for the end user

High market concentration and limited interoperability pose significant challenges for Europe and
risks for end-users. For example, following a recent merger, a major provider of virtualised IT
infrastructure has started requiring users to sign new licensing agreements that may not be in
their best interests, increasing dependence on a single vendor and significantly increasing
licensing or switching costs. Similar risks and challenges are increasingly evident in the European
cloud platform market. An example is the trend of U.S.-based IT corporations acquiring
companies that own essential tools for Infrastructure-as-Code pipelines, showcasing the appeal
of independent, agnostic APIs.

One of the most pressing concerns is US cloud providers granting US authorities access to any
data and information stored regardless of where the data is physically located. This presents a
significant risk for European businesses, institutions, and governments, as sensitive data hosted
by American hyperscalers remains subject to extraterritorial legal reach. Without truly European
cloud alternatives, European companies are left exposed to potential breaches of confidentiality,
regulatory conflicts, and loss of control over critical infrastructure.

Moreover, today’s market dynamics reveal that each hyperscaler has introduced its own
proprietary interpretation of a ‘sovereign cloud’, yet none provide the level of interoperability,
reversibility, and control required by Europe’s next phase of digital regulations, including the
Digital Markets Act (DMA), Digital Services Act (DSA), and the forthcoming Al Act.

In this context, compliance and standardisation can serve as a competitive advantage for EU
companies, positioning Europe as a frontrunner in the emerging hyper-distributed cloud model.
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Compliance and interoperability as a competitive advantage for European players

Instead of advocating for even more EU regulation, the SECA initiative will move forward with a
new API that will not only help providers move towards technical convergence, but also
regulatory convergence by enabling faster movement of data and applications.

SECA provides a standardised interface that allows platforms from participating organisations to
operate based on a common core API specification: Open API. Initially deployed at the
Infrastructure-as-a-Service (laaS) layer, this common foundation allows organisations to develop
tools and automation with consistent standards, fostering interoperability and ensuring a cohesive
approach across the European cloud ecosystem.

The European Data Act, set to come into effect in September 2025, will usher in a new era of
data accessibility, fostering a more fluid exchange of information across sectors and increasing
demand from cloud customers for enhanced data control. This shift will finally enable SMEs to
have their fair share in this upcoming data economy.

Concrete benefits of SECA adoption
Key features of the SECA API:

e Flexible access to a truly sovereign, safe, and European cloud ecosystem, adhering to all
European regulations and data protection standards

Effortless appliance, faster cloud provider comparison and easier testing

Better multi-cloud interoperability thanks to mutually agreed standards

Powerful magnet for software developers to connect applications

No vendor lock-in for enhanced, sustained economic ‘punch’

Faster training, quick adoption for new cloud providers, and easy onboarding

Fair, inexpensive access to cloud benefits for both businesses & public sector

Crucial foundational element for the EuroStack initiative, delivering a set of concrete and
tangible components

Collaboration and Leadership: Aruba and IONOS driving clear development roadmap,
inviting European cloud industry to participate and shape

Each EU cloud operator will be able to contribute uniquely based on their technology and
expertise, creating a robust network that will initially include first movers headquartered in lItaly,
Germany, and Spain, and eventually extend to the entire EU/EEC territory. This networked
approach mitigates the risk of vendor lock-in, enabling operators to deliver cloud services that
provide customers with true freedom of choice, avoiding dependency on a single vendor and
supporting a more open, competitive European cloud ecosystem.



arubail 1ONOS dynamo

In addition, collaboration between cloud market players will create a common set of public
subroutines, methods, and requests that users can implement to interact with a single, open-
source, versioned API, rather than navigating each provider's unigue applications.

API certification provides absolute assurance on true sovereignty

To guarantee the integrity of the SECA API, a rigorous certification process will be implemented.
This process will verify that the new open API adheres to transparent industry standards, best
practices, and security protocols.

The certification process will cover several key aspects, including effective legal immunity from
interference by third-party countries or executive orders, independence of software supply
chains from outside the European legal sphere, and a firm commitment to adhering to the API
specification standards.

By completing this certification process, the SECA API will be ensured to be unbiased, secure,
efficient, and reliable for its intended use. This will add value for various stakeholders, including
software vendors, end users, managed service providers, and IT integrators, who will benefit
from the implementation of security protocols and the assurance of continuous data availability
and operational resilience under familiar EU jurisdiction.

Furthermore, common certification rules will be aligned with European rules to preserve the core
of European sovereignty. This will ensure that the SECA API is developed and implemented in a
way that respects and upholds European values and principles.

Opportunities for participation

In a next step, the initiative will open up for a Call for Comments in order to reflect the valuable
feedback from users and first market launch of laaS (Infrastructure-as-a-Service), followed by
PaaS (Platform-as-a-Service). Those who are interested in taking part at this stage are invited to
contact SECA through the press representatives.

The initiative also welcomes other European cloud service providers through a Call for
Participation.

For in-depth information, expert interviews, or media enquiries, please contact:
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About IONOS

IONOS is the leading European digitalisation partner and trusted cloud enabler for small and medium-
sized businesses. Under the roof of IONOS Group, the company serves over 6.2 million customers and
has a presence in 18 markets across Europe and North America, with its services being accessible
worldwide. Its web presence and productivity portfolio caters to all digitalisation needs, providing
domains, web hosting and website builders with Al capabilities, as well as eCommerce and online
marketing tools. The company also offers inhouse-developed cloud infrastructure and platform services
for businesses and the public sector. https://cloud.ionos.de/en

About Aruba

Aruba S.p.A., founded in 1994, is Italy's leading provider of cloud, data centre, hosting, e-mail, domain
registration and PEC (certified email) services. In 30 years of activity, Aruba has developed extensive
experience in the design and management of high-tech data centres, owned and distributed throughout
Italy. The infrastructure network also extends across Europe, with a proprietary data centre in the Czech
Republic and partner facilities located in France, Germany, Poland, and the United Kingdom. Aruba
Cloud is the unit providing scalable cloud computing, storage, and infrastructure solutions for enterprises
of all sizes. For further information, please visit https://www.aruba.it/ and https://www.arubacloud.com/

About Dynamo | The European Cloud Alternative

Dynamo is an international company with headquarters in Milan, Italy, with further branches soon to open
in major European countries.
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Dynamo is a B2B Cloud Exchange Platform for EU providers only, setting its own participation rules as a
private legal entity, to protect EU participants’ interest. It implements through its platform the innovative
concept of a CVSP (Cloud Virtual Service Provider), a virtual merger into a single new legal entity of many
European operators, and brings large enterprises, as well as small and medium businesses and start-
ups, at the same level to support innovation, trust, proximity, interoperability, and collaboration as opposed
to opacity and lock-in.

For more details about Dynamo: https://www.dynamo.cloud/

Media contact:
Megan Cowlbeck at Red Lorry Yellow Lorry: aruba@rlyl.com
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